Daedalus/GloViep
Architectural Walkthrough

Daedalus Retreat, Lake Tahoe
June 18-20th, 1996

Steve Gribble and Todd Hodes
{gribblehodes} @cs.berkeley.edu




@ubline

ViehiVaien and eyvenien
Core architecture Conmpenents

Core anchitecture walktareugh
— connection, document retrieval, vertical handoff,
document refinement

Extended architecture components

Extended architecture walkthrough

— connection and authentication, vertical handoff,
horizontal handoff, dynamic adaptation, |oad
balancing, domain and network services
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Vieti\vaien

o moehiliy-aware neiweork Senices
— seamiless roaming (everlay 1P)
— efficiency ofi protocol's and ofi handofif

o mohility-aware application services
— dynamic adaptation to variability

— enable awide array of client devices

e mobility-aware domain services
— resource discovery
— load balancing
— metering
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@hallienges

s Colantaiewrtn exisiing Infi@sirtctune
— Maoenilel P, TCPR, HT TR, Kerberos, ...
— Justify custom protocoels

o a scalable architecture
— network and proxies should support many clients

o |ntegrable but Independent components
— pieces of the architecture should be able to function
on their own
— Integration yields optimization and new capability
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IiheDzedails/ GleNep Anchitectine

mobile host proxy host

Authentication
Metering & Credit
Subnet Manager ' Distillers

Mobility Database

delivery class
abstraction

Foreign agent

Resource Manager
corresponding host
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(CoreAlChIecile ComPeREILS

mobile host proxy host / HA

Application
Support

Custom
MH
Network

Unmodified
Network
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(CoreiDaeda usivienlelsesHEomMpPonens

Application,

Pr&eent.atl on, = handoff controller
Session Unmodified Control /
Layers App Panel

Transport TCP/ UDP Control

Layer Interface

mobile IP
'\'Letgyvgrrk Overlay IP .

Data Link = RF

Layer

multiple interfaces
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(CoreDaeda s Base SieleRIComMPoReRs

mobile |P,
decapsulation

Control
Interface

TCP

Snoop

Network
s Overlay IP

DataLink  SEthernet RF

Layer

wireless and wired interfaces
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(CoreAlChIecile ComPeREILS

mobile host proxy host / HA

Application
Support
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(Core Proxy Archiecitie

Distiller

unmodified ' soplication-soecifi content
application-specific:
application - ™ server
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(CENNECHING tertNEINEMBIK
(Corearchitecture - vienieliR)

mobile host

foreign agent
ole]plife]

S Mobile IP
control

interface TCP/UDP Ethernet

Overlay IP

home agent

Mobile IP
Ethernet
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DecUmENRREIUESE

Distiller

HTTP content
browser “get” server
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DecUmentDewnlead and = Catnking:

Distiller

HTTP [content

control
browser E—

panel
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DIstiliiatien

Distiller

content
browser server
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DoecumentUplead

Distiller

content
4 '
browser server

control
panel
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\Verncal HanaoitiremiliRie\ViavellAIN

(Cerearchitecture)

new base station

mobile host

control interface
panel

Overlay IP

i, ToPUDP
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HandoeiirSupreuiine

(Cerearchitecture)

new care-of
mobile host

registration

control request

panel

s, ToPUDP

registration
request

Overlay IP
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HandoeiirSupreuiine

(Cerearchitecture)

mobile host Foreign agent = Home agent

control
panel

control
interface 1 CP/UDP acknowledgement

Overlay IP
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HandoeiirSupreuiine

(Cerearchitecture)

mobile host Foreign agent Home agent

control
panel

s, ToPUDP

Overlay IP
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IHandeifNelficalen 2nc BYRANIIGC
Adzpiaiien

manual
handoff

Distiller
command

(average) network
characteristics

content
server
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[Refinement

Distiller

refinement

Ll Ul g content

browser - Server

control
panel
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mobile host proxy host / HA

)
|

Application
Support
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Extended Dacdaltsivieni e ost

Application,
Presentation,

Session
Layers A/

Transport < network
Layer connection monitor

handoff controller

Network -<€+— mobilelP
Layer

Dynamic Allocation Agent

Data Link
Layer

~_

multiple interfaces
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ExtendediDaeaalts BaserSiaion

mobile IP,
decapsulation,
multicast handoff buffers

Dynamic Allocation (Class-Based Queuing)
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Extenced DaedaliusHPoxy

Application,
Presentation,
Session

Loyers Proxy

Delivery

Transport asses Control g herwork
Layer TCP/UDP CIUDP Interface connection monitor

Network Overlay IP

Layer

Data Link Ethernet
Layer
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Extencded Senice’Archrtecite

Authentication
Metering & Credit

- roxy host
mobile hos! Subnet Manager Prozy

Mobility database

Foreign agent

Resource Manager

corresponding host
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EXtencedNeexy/ architeciire

Distiller

mobile

Daedalus/GloMop Architectural Walkthrough - June, 1996




@ubline

ViehiVaien and eyvenien
Core architecture Conmpenents

Core anchitecture walktareugh
— connection, document retrieval, vertical handoff,
document refinement

Extended architecture components

Summary, Open Issues




(CENNECHING tertNEINEMBIK
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mobile host
home agent

Overlay IP
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control  deliv. TCP/
interface classes yYpp
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Kerberes Authentication

centiraliized; seclre datanase (KDEC) holas secielS (DES
key) enly known by prnciples

10 access Kerberized services, principles are 1ssued
tickets fior these senviices by the ticket-granting server
(TGS)

aticket for the ticket-granting server (TGT) isissued
by the KDC

the TGT Is encrypted with the issuee’s secret
tickets contain session keys
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Althenticaied Proxi ed Senices

preXIes are treaied as principles

cliients access proxiesiy: gaining tickets fer thelr
SerVices

Cross-domain authentication Is possible by having a
foreign TGS listed as a principle in the local system

Charon Is a protocol that enables Kerberos for
Impoverished clients

Charon aso enables “indirect authentication”
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(EhRaren AUEIHCALIGN:
@hitanmgniGIFer\isiied Proxy.

Home TGT Home TGT
request request

Home Proxy
Home TGT Home TGT

find proxy : Home TGT
proxy address§ request Home TGT request

DNS Visited Visited Home Home
TGS KDC TGS KDC
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@hitanmgniGIFer\isiied Proxy.

Visited TGT Visited TGT
request request

- _
Visited Proxy 4 Home Proxy
Visited TGT Visited TGT

Visited TGT

Visited TGT l request

Visited Visited Home Home
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EhamentAuthenticalloen:

@hiANgISess en ke Wit \ViSedNProxy

Proxy ticket
request

Visited Proxy
Proxy ticket

: Proxy ticket
Proxy ticket : regquest

Visited Visited
TGS KDC

Home Proxy

Home Home
TGS KDC
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Extenced HanceirSupRrouine

new base station

Foreign agent

mobile host

Home agent
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interface classes yYpp
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interface
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Extenced HanceirSupRrouine

new base station

Foreign agent

mobile host _ A Enew care-of
ack | @ address

Home agent
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Extenced HanceirSupRrouine

new base station

Foreign agent

mobile host

update Home agent

statistics
_control  deliv. TCP/
interface classes yYpp

Overlay IP

Mobility database

CBQ Agent

beacond !

Subnet manager
control

interface Metering & Credit
Overlay IP
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Extenced HanceirSupRrouine

new base station

Foreign agent

mobile host

Home agent

_control  deliv. TCPH/
interface classes yYpp

Overlay IP

Mobility database

CBQ Agent
Subnet manager

Metering & Credit

load balance,
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Handoefiftirem\Vave DANeNVavelDAN

(melaniiiny)

buffering base station

mobile host interface

Overlay IP

control  deiv. TCP/
interface classes yYpp

Overlay IP

interface

Overlay IP
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Distiller

mobile
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PVtiglie Ele Allejeziijo

Dynamic Allocation (Class-Based Queuing)
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Handoefitiem\Vave AN IV eldcom

(llest beacens)

mobile host

control  deiv. TCP/
interface classes yYpp

Overlay IP forwarding base station
CBQ Agent
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HandoefitiremiViencom e Vi avelDAIN

(Change ol dema)
new base station

mobile host

interface

Overlay IP

control  deiv. TCP/

Overlay IP

interface classes ypp

periodically retry lower interface
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(Core Dacdaliis/ATCHItecite SUmnmzR,

SUPRONS Seamlessireaming 1N heleregeneols and

fiorelgn envirenments
— vertical and horizental handoeff support

Custem Network Stack at MHS and (cooperating) BSs

— unmodified corresponding hosts, home agents
— compatibility with Mobile-1P

Static assumptions about network characteristics
Accepts handoff “hints” to handoff controller

Some protocol-specific network optimization
— TCP snoop
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ExtencediDaeeal USTATCHIleciure Summany,

Adds custom| netwerk Stack: at proxy/ nest
— delivery ¢lass abstraction fer data-type Specific transporit

Dynamiic allocation at datalink (lep by hop)

Extensible, independent network services model
— mechanisms fiacilitate localized policy decisions

Dynamic measurement and notification of changesin
network characteristics (via NCM)

Network performance enhancements
— |low-latency handoff

— hierarchical foreign agents

— additional transport-layer optimizations
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(Core RPiexy ATchtecitre Summany

o Unmodified appes, applicalion-SpeCiic preiecols
— [Proxy’ mechanismiis elther transparent to or aready.
supported by the application
— functionality and efficiency limited by the application’s
protocol

o On-the-fly distillation and refinement possible
— client and network adaptation, unmodified servers
— proxy optimizations (prefetching, caching)
— dynamic network adaptation is missing (no NCM)

» | oose coupling with Daedalus stack
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EXtencedNEroxy/ A ATCHIECIUE SUmmIER/

Pluggalie proxy. aicnitecturne
— Support fior both modified and unmodified apps
— Separation of |ead-balancing concerns inte PV

GlelViop application support layer
— efficient custom protocol
— explicit refinement and QoS mechanisms

Authenticated proxied services

Tight coupling with Daedal us stack
— dynamic network adaptation via NCM
— alow délivery policy through delivery classes
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SOME@PENNSSUES

EElements o the'service architecturne
— complex element interaction and Inter-dependency.
— the metering mechanism Is net fully reselved

Multiple simultaneous netwerk: interfiaces

— multiplexing ofi application data
— undesirable fior power-management

Link-layer state on handoff

— IS state transfer necessary?
— how to deliver data gueued in base-station
— different link-management policy in new network?

Network connection monitor
— stability and granularity of statistics
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SeMe @penissiies|(continued)

o EURCHon migratlien
— “Evil Twin™ versus protocol filters at the proxy
— can Rover-style migration coexist?

o [l1me-constant for prexy-adaptation

— how quickly does It adapt, and to what granularity of
network variation?
— should the proxy receive adaptation hints?

o User interface Issues
— understanding and specifying constraints
— data-type specific refinement controls
— per-chunk, per-document, and per-session constraints
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